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Abstract

The purpose of this paper is to present an approach of structural perception of
risks associated with human security, which is based on the research carried out
at the Faculty of Special Engineering, University of Zilina. The risks relating to
human security have a specific nature, which is based in their consequences
impacting simultaneously on both humans personally and on the whole of
society. Therefore, such risks are distinctive by the two forms they can be
perceived in — individual and societal. Generally, we refer to these risks as social
risks. The presented concept of social risk perception provides a fundamental
theoretical framework, which is the precondition of understanding the
background of social risk complexity. Social risk and its perception are
important concepts for national and regional policies, because the understanding
of how people and the broader community perceive risk contributes to successful
social risk analysis and consecutively to developing effective measures for
reducing or eliminating of social risks.

Keywords: human security, social risks, quantitative methods, uncertainty,
model.

1 Concept of human security and social risk

The increasing interconnectivity within trade, finance, technology,
communications, and population mobility has created impacts on citizens across
the globe, which may be difficult or impossible for states to regulate. Therefore,
besides national security and technical security, the complex understanding of
security has been recently emphasizing the threats impacting human. We
commonly refer to this dimension of the conceptual understanding of security as
a human security.
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The concept of human security was first systematically elaborated and gained
wide recognition from the UNDP’s Human Development Report in 1994, where
human security has been explained as an individual feeling of safety without fear
and deficiency. The report has characterized human security by four essential at-
tributes [13]:

e Human security is a universal concern. This means that there are many
threats (unemployment, drugs, crime, pollution and human rights
violations) impacting people regardless the place they live. Even
though, the intensity of these threats may differ depending on various
factors, they are real and present all around the world.

e The components of human security are interdependent. The threats
associated with human security are not isolated. They are related to
various types of social processes and their consequences are often not
confined within national borders.

e Human security is easier to ensure through early prevention than later
intervention. When reducing the intensity of threats and their impacts, it
is more costly to utilize repressive measures rather than preventive
ones.

e Human security is people centred. Human security is assessed by people’s
perception of how they live and feel about their freedom and
possibilities of social opportunities.

Human security introduces a number of new elements to traditional security
paradigm. The basic objective of human security is to provide protection to
people rather than protection of territory. Thus, the human security focuses on
individuals and not only on nations. Human security considers the dynamic
system with processes and situations that are subject to change during certain
period of time and as such is uncertain. On the contrary, the traditional security
draws attention to structural interpretation of threats by executive branches of
state.

There are two main aspects noticeable when describing human security. The
first one focuses on chronic threats as hunger, diseases or poverty. The second
one outlines the human security as a way of protection from sudden disruptions
in the pattern of daily life. The latter is the main reason of introducing the
uncertainty considerations into the concept of human security. Thus, for the
purpose of this paper, we will consider human security in context of sudden and
unpredictable events impacting everyday’s life of people.

In general, the term “security” often comes along with the term “risk”.
Security is commonly interpreted as a situation with risk minimized to an
acceptable level. This relation however does not provide an explanation what
risk actually means. Risk is a part of almost every human activity and hence it is
frequently understood intuitively. Situations, in which people perceive risk, have
certain common elements. The first one is that people do not know what will
happen. The second one is that the personal interests are exposed to
consequences in such situations.

Risks associated with human security are generally called social risks. The
specific characteristic of these risks is that their consequences harm individual
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people of society as well as the society as a whole. Thus, impacts as an important
dimension of social risk define two different forms of social risk — societal and
individual. Individual form of social risk contains elements of subjectivity, based
on perception of social risk through the harm potentially implied to people
personally. On the other hand, societal form of social risk represents the public
perception of impacts on individual interests exposed to the risk. In general, the
individual form provides insight into complexities of public perception of social
risks, but it does not allow us to analyze these risks, as the meaningful
quantification of social risk can be only made within the societal form.

2 Individual perception of social risks

Individual form of social risk represents a perception of the risk in aspect of
individual’s interest exposed to the adverse consequences of these risks. The
elements of subjectivity are brought into the perception of social risks by the
harm potentially implied to people personally. These elements are the basis for
different intensity of social risk perceived by different people. Therefore, the
level of individual form of risk might be different for each individual as it is
specific. The intensity of individual form is determined by different factors,
which can be generally classified into three levels [5]:

e personal,

e institutional,

e cultural.

These levels represent the individual attributes constituting the societal
dimension of human life. Every individual is influenced by own immediate
personal predispositions including physical and psychical characteristic, gender,
age, education, income, etc. The institutional level involves in the human life by
political system, social welfare, law enforcement, etc. The cultural level reflects
the cultural norms, religion, beliefs, nationality etc.

Cultural level

nationality, religion, norms, ..

Institutional level
political system, social welfare, ..

Personal level

education, age, gender, ..

T

Figure 1: Classification of social risk factors.
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Culture is a characteristic phenomenon of mankind, which has a strong
fundamental influence on the way people think, act, behave and develop. Culture
is usually interpreted as the way of people live. Social risk factors on cultural
level represent the highest level influencing the individual perception of social
risk. From the individual’s perspective, the factors of cultural level express an
environment in which the individual lives and which has to abide by or at least
be aware of.

One of the most familiar definitions of the concept of culture is offered by
British anthropologist Edward B. Taylor [10]: “Culture is that complex whole
which includes knowledge, belief, art, morals, law, customs and other
capabilities and habits acquired by man as a member of society.” Thus, the
understanding of culture should not be constrained only to an art or music, as we
sometimes narrow this concept, but culture chiefly involves standards and values
which form our social life, our cognizance of good and evil, our religion, etc.
There are three basic areas of culture [8]:

e religious,
e national,
o individual social groups.

Religious area represents common culture which is embedded in fundamental
ideas and values of individual religions. Religious dimension of cultural level
includes elements, which have a significant effect to perception of social risks;
however this effect has highly individual character. National area of culture is
the area with deep historical background. The nation is a vast community, in
which each subject has common goals and ambitions — national interest. The
national area of cultural level affects the individual perception of social risks by
the factors as common territory, language, political beliefs, economics, social
conditions, etc. Area of individual social groups represents the perception of
culture by the social units, the unique features of which make them
distinguishable from other units of the same type. Typical examples of social
groups are family, youth or various associations. The identification of
significance of the area’s impacts on the level of individual form of social risk
and its perception requires the characterization of social groups in which the
individual is involved.

Institutional level is characterized by the socio-political system, which is
based on various relations. Social relations are not formed unrestrainedly or
chaotically, but it is necessary to control them. These relations are controlled by
the social institutions. Social institutions exist in every society and serve as a
tool, which society employs to achieve required behaviour of its members.
Institutions have the capabilities to develop a social pressure on individuals but
also on different social groups and hence the social institutions have a coercive
nature. In this sense, social institutions are formed by a set of social rules, which
affect prescriptively on social behaviour of human (e.g. norms, values, sanctions,
ideals, behavioural patterns, etc.). Effectively, the institutions create socially
accepted scope, in which the needs of society members are fulfilled and the
objectives of society are accomplished. The respect of this scope is the main
precondition supporting the sustainable management of social risks. Despite
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common acceptance of social institutions on societal level, the individual
perception of them might be different. Therefore, the institutional level is the
source of many significant factors, which influence the individual form of social
risk.

Personal level involves specific natural characteristics and salient traits of
human, which are based on inherited genetic preconditions and physical,
psychological and learned characteristics. The immediate personal characteristics
complement the factors of individual perception of social risks. These factors are
presented in a common manner the individual behave and act within the social
system and show us the humans in their essence. There are two types of
individual’s traits, which we consider when identifying the personal factors of
individual perception:

e inherited traits,
o learned traits.

Inherited traits form the innate nature of human, in which the congenital
characteristics are expressed; this group of factors includes gender, temperament,
etc. On the contrary, learned traits come through the acquired behaviour, which
is conditioned response to inducements through either voluntary or involuntary
in-tent. The factors, which are acquired during human’s life and influence
individual perception include education, various knowledge, employment,
financial situation, etc.

Outlined levels of social risk factors define the elements determining the
human uniqueness within the socio-cultural practice. The elements on different
levels are not isolated and they depend on mutual relations between these levels.
Therefore, the individual perception of social risk is set by the combination of
elements on each level. Individual form of social risk provides a perspective on
social risk, through which we are able to analyze various risk factors influencing
the existence and intensity of social risk. Definition of relevant factors of social
risks is one of the main objectives of social risks identification within the process
of risk management and the individual form of social risk help us to understand
the conceptual background of connections between occurring social risk and its
determining factors.

3 Societal perception of social risks

Unlike the individual form, societal form of social risk represents the perception
of social risk in the context of society. Societal perception provides a possibility
of studying social risks and their impacts on societal interests with respecting
their individual character at the same time. Societal form of social risk thus poses
the objective perception of risks occurring in societal environment, expressing
the perspective of particular society or state on the existence and intensity of
social risks impacting their members.

Societal form of social risk does not occur isolated and each particular social
risk has always its individual form as well as societal form. A way the societal
form is perceived depends on the character of social risk in its individual form.
The individual consequences of social risk perceived in aspect of whole society
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define a relation between both forms of social risk. Accordingly, we may
distinguish between two types of societal perception of social risk:

e continuous,

o discrete.

The societal perception of continuous social risk has a stateful character. That
means the individuals suffering from impacts of social risk occur in particular
negative state or situation for a specific period of time. The common
continuously perceived social risks include unemployment, homelessness,
poverty, or drug addiction. The discrete societal perception of social risk
qualifies the risks as stateless. Such perception considers the discrete occurrence
of specific adverse event more important than the continuous consequences of
this event. The typical examples of discretely perceived social risk are various
kinds of monitored criminality.

The importance of societal form of social risks is that it exposes the relations
and dependencies between different factors determining the social risk and thus
reveals the societal context of social risk. Subsequently, understanding the
context of social risk helps us to take adequate measures and reduce the intensity
of the risk. The societal perception of social risks has essential meaning for the
process of social risk management, because it provides the quantification
capabilities of social risk. The main aim of the social risk quantification is to
numerically define the intensity of risk, i.e. to determine the frequency of social
risk occurrence and gravity of its impact. There are two types of the social risk
quantification:

o relative quantification,
e absolute quantification.

The relative quantification expresses the risk by a value, which is proportional
to selected or defined base [12]. The relative quantification of social risk is based
on continuous perception of social risks. The intensity of social risk is
represented by a part of society who is affected by consequences of social risk
compare to whole society. In this case the level of social risk is constant at the
specific time and it is commonly quantified in percents. By the relative
quantification we define frequency of continuous consequences in discrete time
(see Figure 2).

Figure 2 shows an illustrative social group consisting of 3 people. The
relative quantification means, that the social risk is perceived at selected discrete
moments (e.g. unemployment rate can be reported at the end of each month). The
perception of social risk is in this case continuous and therefore we are able to
determine the status of every member of analyzed society. The individual is
either in situation harmed by the consequences of social risk or not. Particularly
on Figure 2, we have monitored the status of the social group at times t1..t4. The
quantified level of social risk perceived on societal level is successively 66%,
66%, 100% and 33%. These values are of course clearly illustrative and the
actual social risk analysis considers more extensive social groups, the principle,
however, remains the same.
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Figure 2: Relative quantification of social risks (source: author).

The absolute quantification presents the social risk by the frequency or
probability of potential loss and is expressed by a particular metric, e.g. number
of deaths. This type of quantification comes out from discrete perception of
social risk. Thus, the level of social risk represents the number of occurrences of
analysed negative event, which are observable during the particular period of
time. The absolute quantification defines the discrete frequencies in the
continuous time (see Figure 3).
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occurrence of event: ]
monitored time interval:
Figure 3: Absolute quantification of social risks (source: author).

Figure 3 shows the level of certain social risk analysed on continuous time
intervals (red lines), in which the occurrence of negative event (green dots) is
monitored. The discrete societal perception defines the intensity of social risk by
the number of event occurrences in selected time interval. For example, the level
of social risk in time interval <tl, t3> is numerically expressed by frequency of 4
events.

The distinguishing between two types of societal perception of social risks is
a chief precondition for quantification of social risks, which allows us to use
different methods applicable within the process of their study. Described
approach is a basis of quantitative analysis of social risk. There are wide range of
exact and numeric methods, which can be employed within the analysis and help
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us to make qualified decision in order to ensure the intensity of social risk at
acceptable level and thus to provide required level of human security within
particular society.

4 Conclusion

The human security is a main precondition of satisfactory quality of human’s
life. Nevertheless, there are many threats which potentially disrupt the pattern of
individual’s everyday life. We refer to a chance of exposure of individual and
societal interests to the adverse consequences of future events as social risk.
These risks do not occur isolated but rather they take place in various relations,
connections and aspects. The knowledge of structure of social risks,
circumstances of their occurrence and development and way their consequences
affect people is the basis for the concept of social risks perception. The presented
theoretical framework of social risks perception is based on distinguishing
between two forms of social risk — individual and societal. This approach
facilitates the process of social risk identification and analysis and contributes to
developing effective measures to reduce the intensity of social risks. The further
research and development of this concept will be supported by the
implementation of the EU’s project called “eSEC - Competency Based e-portal
of Security and Safety Engineering”. This project is focused on the international
information exchange and should help us to develop knowledge by employing
broader experience and perspectives on the subject.
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